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Abstract — This paper presents the influence of selected natural environment parameters,
i.e. temperature, relative humidity, electromagnetic interference and pressure
on the operation of detectors used in fire signalling systems (FSS). Continuous diagnostics
of environmental parameters, in particular their changes over time, may contributed
to the lower numbers of false alarms in FSSs. Thus, development of an operating procedure
for such elements in the continuously changing environment is an important functional issue
related to operation of selected FSS detectors. Fire detector sensors detect various
characteristic parameters of fire (CPF), such as smoke, temperature or electromagnetic
radiation. The values of CPF depend on the changing environmental parameters - rooms, traffic
routes, warehouses, etc. where detectors reacting to various test fires TF1 to TF9 are present.
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1  THEISSUE OF FALSE ALARMS IN FIRE SIGNALLING SYSTEMS - SELECTED TOPICS

The main task of fire signalling systems (FSS) is to ensure safety through the acquisition
of reliable information concerning excessive values of characteristic parameters of fire (CPF)
for detector(s) in a building, where the FSS is installed. The change of technical status
of the detector from monitoring to alarm (hazard detection) is the alarm notification including
the indicated location of the event, sent to the Fire Signalling Unit (FSU) [1.2]. On the basis
of the alarm signal from the detector, the FSU identifies the room number, the monitoring line
or loop number, the time at which the technical status changed - the transition from monitoring
to the alarm status, and all the information is stored in non-volatile memory each of the units
is provided with. All information regarding hazard detection is included in the electric signals from
detector sensors installed in monitoring lines or loops, at a significant distance from the FSU.
The existing hazards or breaches of fire zones are also reported by persons using the specific
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buildings or rooms - in the case of a FSS this is the use of a Manual Fire Warning (MFW) button.
In addition to functional signals (monitoring, alarm, damage), there is always intended
and unintended interference present at the input of the alarm signal receiver located in the FSU,
generated by the environment surrounding the FSS. Such interference may include e.g.:

mechanical forces (i.e. soil, wall, construction partition, window, door vibrations
etc.). These interference may directly or indirectly influence the sensors of fire
detectors, e.g. on a linear fire detector in the FSS,

electromagnetic interference from the entire frequency spectrum, i.e. conducted
and radiated, generated intentionally and unintentionally (stationary and non-
stationary). They directly and indirectly influence e.g. electronic elements of FSS
detector receivers. Thus, the use of e.g. a suction-type detector in premises where
equipment distorting the natural electromagnetic environment of the Earth, e.g.
server rooms, rooms where power distribution and trafo stations are located, etc.,

changes to natural environment parameters - temperature, pressure, humidity
or contamination (dust, etc.), including changes to the intensity of electromagnetic
radiation (light) in the entire spectral range. These are detectors detecting fire events,
using radiation in the following spectral ranges: ultraviolet (UV) and infrared (IR). Thus,
special filters should be used in such detectors, in order to attenuate other
wavelengths reaching the sensor — e.g. sunlight, light or the heating plate [3,4,5],

other types of interference, which may impact the fire hazard detection at the FSS
include e.g. wind speed, forced and unforced air flow inside warehouses
(air conditioning), noise level significant for sound signalling devices or Acoustic
Warning System (AWS). These are also volatile organic compounds and air pollution,
which have significant influence on fire detection by two FSS sensors: ionisation-type
(e.g. change to the mobility and speed of ionised particles o inside the detector
chamber) and detectors reacting to UV, IR electromagnetic radiation if fire (flame)
is present [2,6].

The concurrent presence of interference and useful signals is the cause of false alarms —
transitions from the monitoring status (SD) to the alarm status (SA) in the FSS. A change in CPF
value detected by the FSU should result in a decision concerning the transition from the Sp
to the Sa status. Within the given space of the protected building, an actual hazard has occurred -
alarm - 1; or a so-called false alarm is present, caused by interferences influencing the FSS - 0.
These two decisions identified within the FSU are always made when mutually exclusive conditions
are met within the protected space, i.e.:

42

condition Q1 — “a real hazard(s) is present within the protected area”, e.g. a fire;
condition Qz2— “no real hazard is present within the protected area — space, it may be
additionally monitored by a person — their “sensors”, but there are electromagnetic
or environmental interferences present, resulting in a forced transition ESB from
the SD to the SA status (monitoring — alarm or reverse transitions are possible).
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The persons supervising the FSS systems at the location where they are used, inside
the building, have to make the actual decision raising an alarm (condition Q1 or Qz). Figure
1 presents an example impact of interferences on two electronic safety systems.
The persons supervising the FSS systems at the location where they are used, inside
the building, have to make the actual decision raising an alarm (condition Qi or Q).
Figure 1 presents an example impact of interferences on two electronic safety systems.
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Fig. 1. Reasons behind fluctuations of alarm signals in the example of two safety systems
used, where 01,02,...,0n-1,0n - control circuits of the given system — FSS for FSU,
L1,L2,...,Ln-1,Ln — control lines, buses of the system for FSU FSS

2  THERISK OF ALARM DECISION-MAKING IN FIRE SIGNALLING SYSTEMS
MONITORING SITES

The FSU and the operator in charge of the FSS make the decision on raising an alarm.
The FSU generates an alarm signal, while this information is then approved by the system operator.
All primary information from detector sensors reach the alarm unit, where a change
of the technical status is generated if the alarm threshold is exceeded - from the monitoring
and diagnostics mode, the system is automatically switched to the alarm condition. Each person
has their own receptors (e.g. hearing, sight, smell, touch, etc.) which can detect specific physical
hazards and which enable the switching of the safety system into the alarm condition using
dedicated devices connected to the monitoring loops or lines - e.g. to the FSS, via the used Manual
Fire Warning (MFW) button. In order to make the decision about a fire as quickly as possible
(material damage or injuries, if they occur, are the function of time), it is recommended to raise
an alarm, even without a 100% confirmation about a present hazard from the monitoring line
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or loop [2,7,8]. This procedure increases the probability of a false alarm, which is unacceptable
in most FSSs. Thus, it becomes necessary to reach a compromise between these two contradictory
information types sent to the FSU. An information processing method optimal from the point
of view of the entire processing of useful signals in safety system - in FSUs in particular - should
be selected. This optimal method includes the use of an appropriate technical solution:

e primary information sources or detectors (e.g. fire multi-detectors detecting smoke,
electromagnetic radiation or temperature, coincidental detector alarms e.g. in a gas
extinguishing system (GES),

e use of the appropriate processing method for primary signals from detectors at the alarm unit
- e.g. deletion of the primary signal and the preliminary alarm from the given detector.
Only the second alarm from the same detector results in a transition to the alarm condition.
The alarm condition signalled by the alarm unit (FSU) occurs only if two detectors in two
different monitoring line in the same room are reporting.

The method used to make a decision to generate an alarm signal in safety system obtained
as a result of these considerations should always be optimal according to the statistical approach,
namely taking into account the probability distributions applicable to the occurrence of various
critical situations related to safety hazards. This means the appropriate method used to detect and
estimate useful signals from detectors implemented by the sensors as input value measurement
systems. This is why the use of risk function is an extremely important topic in the search
for optimal solutions. This term clearly allows a uniform and adequate, general approach
to the problem of hazard detection in safety and estimation systems. It applies to making a decision
concerning a specific state in the FSS, e.g. monitoring - relatively quiet conditions, alarm - increased
activity of the monitoring personnel in regards to useful signals [9,10,11]. In the FSS, all possible
technical conditions and decisions assigned to them are always included in the set of possible
situations related to current use - e.g. hazard, monitoring, diagnostics, blocking parts
of or the entire system during operation, repairs or technical condition checks, switching e.g.
to backup power supply, etc. During the practical implementation of the detection process
in the FSS, the following a priori situations may occur, related to the operation of such a system
and presented in Fig. 2. There are four various possible cases in which an alarm signal is generated
—whereby from the point of view of the FSS, two are the operating process acceptable to the site
user, i.e. false detection designated as Ay Ay and correct detection - A7 A4. The other two
technical conditions are undesirable from the point of view of operation and of the FSS and FSU
themselves — i.e. false alarms A3 A, very often described in scientific papers and works,
and the so-called false peace condition Ay A;. This condition may occur in the FSS if e.g. the useful
signal of the detector has inadequately low voltage level informing that the characteristic
parameter of fire has been exceeded or a detector in the monitoring loop is damaged, and this
information does not reach the FSU (coincidental alarm). The latter situation is eliminated
in modern FSSs through the use of continuous diagnostics processes. The operator also plays
an important role in the FSS. However, the information concerning the technical condition
of the entire FSS reaching the operator is clearly interpreted by the FSU using information provided
in the form of sound and visual signals - the LCD panel and the signalling device. The information
load of the FSS operator is also low compared to e.g. integrated safety system using a CCTV
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surveillance system. In the FSS, the alarm signal measurement carried out in the detector present
in the monitoring line is evaluated or a decision to change the technical condition in the FSU itself
is made. It includes the estimated parameter o (e.g. specific smoke concentration, temperature
inside the premise) having assigned a decision or evaluation different from the usual one
designated as o* [2,10,12].
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This comparison always results in a specific error I' = o* - a. In the case of the analysed FSS, there
is a set of various possible implementations of the process designated as 1,2,3,4 (Fig. 2)
and all pairs of their values designated as a* and . A defined relative probability corresponds
to each of the listed cases analysed as shown in Fig. 2. If a fire hazard is detected as in Fig. 2,
we distinguish a situation (fire event) probability Pn, where n = 1,2,3,4. The sum of these events
must always be equal to one — expression (1).

P1+P2+P3+P4=P1(4y, A¢) + P2(A7, Ag) + P3(4p, A1) +P4(A7, A1) =1 (1)

The estimation of decision concerning the alarm signal (o*,a) uses a two-dimensional probability
density p (o*,a) — described by the expression (2).

dP(a’,a) = p(a’, a)da’da (2)
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The condition expressed using equation (3) is always met, however.

ff:rozo p(a’,a)da’da = f(a*‘a) dP(a’,a) =1 (3)

3  ENVIRONMENTAL FACTORS RESULTING IN FALSE ALARM SIGNALS IN THE FSS

Currently used FSS are characterised by a functional issue related to fire detectors (sensors) - i.e.
their susceptibility to the detection of physical phenomena or characteristic value of changes,
which are unrelated to an actual fire. Approximately 80% of fire alarms are generated by detectors
in the FSS, i.e. Mono-detectors (single sensors) [4,8,10]. This is caused only by physical processes
and phenomena which often simulate a fire event, e.g. dust particles floating inside the premise.
This is an important functional issue present in the FSS. Fig. 3 presents the impact of undesirable
signals on FSS elements which may trigger false alarm events.
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The entire FSS is influenced by radiated electromagnetic interference in a wide spectral range of
frequency. These are generated intentionally or accidentally - e.g. overvoltage spikes inside
the power grid, lightning strikes. Fig. 4 presents two profile types changing the amplitude
of interfering signals. This is a desirable signal, indicating a change to the characteristic parameters
of fire (CPF). The right side of Fig. 4 shows typical fires which may occur inside the protected
buildings, i.e. their initial phases If the threshold parameters CPFgr corresponding to a specific
voltage at the given detector are exceeded, the functional condition changes — from monitoring
to alarm condition, and a relevant signal is sent to the FSU of the FSS. Lower PFA values at the FSS
also include the use of advanced detectors relying on neural networks, detecting and analysing
the values of such amplitude changes, increase and fluctuations over the given period of time.
These detectors react to various CPF values — e.g. temperature changes, smoke and their changes
over the given period of time. An analysis of all these parameters in the given period of time
and exceeding the pre-set threshold value, previously used as an alarm threshold in the decision-
making devices of the detector (e.g. a comparator) results in alarm signals being sent [4,8,13].

Factors influencing the sensors in detectors detecting a fire event in a FSS may be divided into
two types which influence the value of the false alarm probability (PFA) [14,15]. These are
phenomena which may simulate fire symptoms under the given environmental conditions, as well
as typical changes to physical parameters — e.g. temperature, smoke, flame, etc. present
in the initial stage of a developing fire hazard — Fig. 4. The change of these parameters in the given
time period At is different — e.g. detector contamination - At (weeks), flame forming during wood
combustion, Diesel fuel, petroleum, etc. shows different behaviour — At may be then in the range
of seconds, minutes and even hours [4,16,17,18]. FSS manufacturers, and in particular
the designers of such systems, as well as their users, should aim to minimise PFA using the possible
solutions presented in Fig. 5 [3,10,19]. They can significantly influence the PFA parameter:

e byinadequate execution of the FSS project;
e  byinappropriate servicing of the FSS [3,8,10];

e aswell as by malevolent or accidental acts of sabotage — covering, disconnecting the detectors,
mirror painting or even by purposefully pressing the MFW button, etc.
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The differentiation of CPF for simulating phenomena and actual fires present in premises
and buildings intended to decrease the number of false alarms inside the spaces monitored
by the FSS, where: dCPF/dt — rate of CPF changes in the given time range, CPFg — the threshold
value triggering an alarm inside the FSS, PFA - false alarm probability, dA/dt — rate of change
of physical signal amplitude, for signals interfering with CPF over time, A — amplitude of CPF
changes, interferences in the given time range — e.g. seconds, minutes, hours, days, etc.
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Fig. 5. Selected methods used to decrease the PFA value used in FSSs

CONCLUSIONS

FSS systems use various technical solutions to the PFA problem, which also depend on the type
of the used detector (sensor reacting to CPF values), but also on the alarm method used
in monitoring lines or loops using e.g. the so-called mathematical logic, e.g. the coincidence
function. The FSU of the FSS system then enters the alarm condition as a result of at least two
detectors (sensors) installed in two different monitoring lines in the same premise being triggered.
Also the use of multi-detectors — detectors containing sensors detecting different CPF parameters
in the same housing — e.g. sensors of: heat and optical sensors using various wavelengths A
for smoke particles which change their diameter with temperature. By analysing technical solutions
which decrease the value of the PFA parameter in all FSS, changes to environmental parameters
in the given premise should be taken into account for all types of sensors used for the given test
fires.
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